MEZEBREERGE

Information Security Policy and Management Guidelines

ZHEEABBRBERRRZHTZZBA. ERA. REA. ZHEAREMSEHEBEAR, LA
TEHZHABBERETRLENLTEBRNEERS

The second party and its personnel (including but not limited to employees, users, agents, delegates,

and other related personnel of the second party, hereinafter referred to as the second party personnel)

shall jointly comply with the first party's information security policy and management guidelines.

=. BHAYPurpose:
BIEREE(R AR FRE)EERRFRERE T ST, T8

RATAY UAFEERIERZER LIRS EEZAIMTENZ 2R

To ensure the confidentiality, integrity, and availability of information in the
Corporation(including the Company and its subsidiaries) operation and service
delivery processes, and to comply with relevant legal requirements, thereby
reducing the internal and external information security risks that the company
faces.

.. TEZ= Definitions:

—. HEE: BRAAERENAZILIFEREN.

Confidentiality: Ensuring that only authorized personnel can access
information.

T SR MEREMEERIET S ARV IEREM BT,

Integrity: Ensuring the accuracy and completeness of information and
processing methods.

=. JR%: BRERENERESEFERYILUEEEMNRERRE.

Availability: Ensuring that authorized users can access information and
related services when needed.

d

=18 EHZ Management Objectives:

W



1h.

—. MEREBEEBBEEN M, (REAREBEMREEFA To ensure the

confidentiality of information related to the Corporation operations and to
protect the Corporation confidential and private information.

—. HEREEEREEENZIERERTE, IRETBRIEEEREE, Toensure

the accuracy and completeness of information related to the Corporation
operations and to improve administrative efficiency and quality.

=. BREEXRBHREMEECIRE, RHEMIRFS L. Toensure

the availability of information assets related to the Corporation operations and
to provide the necessary information services.

EIRIEHE Management Indicators :
SEHKERLE, HEH. =B IR EASEREEE, S

EHIEtZE, FIREWIEEZEEEERBEL. The Corporation will develop

management indicators based on the nature of its business, with considerations for
confidentiality, integrity, availability, and compliance with laws and regulations,
and use quantitative indicators to implement this policy.

EIPE(E Management Responsibilities:

—. BEEEHITENTEEEHIE Biz&MNZ2/\4E Topromote and

implement the information security management system, an information
security team should be established.

—. ENxe/MEBEANEEHEREEEETR SWMABREANGIR

17K, The convener of the information security team should convene

regular management review meetings to discuss whether this policy meets
current requirements.

=. EEERIEREBZRENLEEE L REBENLTEZIFNR

7K 5&. Top managers of the Corporation should actively participate in



information security management activities and provide support and
commitment to information security.

U, SERERENLEIIHRE, UEFABIENZTERM. The

Corporation should hold information security training courses to enhance
employees' awareness of information security.

h. KEET. 988 (B) ABREEHEEIEREABER, WiFEEE

MZeE1EEH, Corporation employees, contractors, and contractors are

responsible for complying with this policy and continuously improving
information security management activities.

N EEET. W (B) ABRBEERETABEREEEE(HTER A

R2Z1ThH, HEZEEREEE 2 REEFEAE(TE. If Corporation

employees, contractors, and contractors fail to comply with this policy or
engage in any behavior that violates this policy, appropriate punitive
procedures or legal actions should be taken.

BIEREHE Policy Evaluation:
AEFSFRKAE. %538 ZPHRESFREZET FLABRRRE, &5

BREFZEB N ESEE, This procedure should be adjusted on a timely basis

each year based on changes in the organization, business, laws and regulations, or
the environment, and be announced after approval by management representatives.

FHV BB R EBB{EZ 4 Outsourcing Contractor ldentification and

Related Operational Control :

SEEHZINBE L EFERCER, SaHRMZERRTS. The

Corporation should identify outsourcing contractors and keep relevant records,
including the information services they provide.

— . TEEFBIEREFEH Security Requirements Selection and Assessment



=

EEMETRINEER, EHEREEABREMNERAST
EHRINREE TSGR Tacix. SERREIRINRIEF
BEENS. AN, B, &2, HRESIHENE. TBEER
RN IR ESSE, BRREIMEEEIRMGIER, [

REX. BREDFZKRFMEEE {4, When the Corporation

wishes to contract with an outsourcing contractor, the project leader
and relevant personnel of the information department should jointly
conduct a qualification assessment of the outsourcing contractor and
keep records. When planning outsourcing services, the Corporation
should consider cost, manpower, management, security, confidentiality,
integrity and availability of related systems, service level, and other
aspects, and increase evaluation items depending on the nature of
outsourcing, which should be regulated in the contract, proposal, or

demand specification documents.

2. RE|IMERRI, BETEXREIGFHMOR, BREEROERES

BEEHIEFIEKEEIE, Before outsourcing operations, a project risk

assessment should be conducted, and the items should be selected as

contract clauses if necessary based on the actual assessment results.

3. KEEHHEINEREERSMEEN ST EE TR N

NEP@EHE, The Corporation should include the access and impact to

the Corporation information assets and support assets by the

outsourcing contractor in the risk assessment.

=, TIMFEMER, BERINEBRITSH, EF TIASF When
performing outsourcing operations, a contract should be signed with the

outsourcing contractor, including the following:

B#JHAPR Contract period



BRI S EHIEE EBRIZIZ, B3V ERZHEETTIER

{REEAPR, Clearly specify the effective period of the contract or

automatic renewal clause, including software and hardware

maintenance methods and warranty periods.

. BRFEEBE Service Scope
HRCEHFTRABZFXEE, Ea3FIMEEZIER. Rl F

2. FELIN. BTN, REMERE / SihSURFIER. Detailed

description of the contracted scope of operations, including items,
specifications, schedule, control methods, acceptance methods,
warranty maintenance, technical support, and other items related to

outsourcing operations.

. BRFEIKEE Service Levels
RIBERINEEIRERFECIEE, FTESBEnES 2 &(RIRFEKE

NERZ Ot REEE T AR EM LT E£EK, Based on

the outsourcing contractor's service items, establish the minimum
service level that the Corporation can accept and require the
contracting contractor to comply with and maintain relevant

information security requirements.

. 1ESIBE Compliance with laws and regulations
BINMRIEEHAIREEEREZ T TR, HIERIBEEE

ZFEEER (A EABRHRELS) SRR EEEERING

&

BZREEFFE, In addition to the security requirements proposed by

the Corporation, the outsourcing service contract should also describe
the legal requirements to be followed (such as the Personal Data
Protection Act), and clearly define the rights and obligations of the

Corporation and the outsourcing contractor.



(1) BIMVEEEEA SR BB TEERERR SN EEM:E
[EEERRENR EEWEIRM LS RITERETEWR IR

B, MMESHE LRl SR Ia S b A, The

outsourcing contractor shall handle personal information in
compliance with relevant legal regulations on personal information
and the related regulations on personal information established by
the Corporation and the competent authority issuing administrative

regulations and shall not disclose or inform others.

(2) (FRE A EEEEERAERE, Lawful software should be used

to respect intellectual property rights.

(3) HftniE B A N EES RENEERT. TINERRREEE

IMEPERRINSS (BRESER) HEETEECENR:

il

KEGESHFIE. Responsibilities of other subcontractors and

related participants. The outsourcing contractor should ensure that
all parties related to the outsourcing operations (including
subcontractors) comply with both the information security

requirements of the Corporation and the legal regulations.

5. FIMRFIEFEKBREESEZEE The audit of outsourcing service

contractor operations

ETRIMERR, SEEEETIESEEMEEUNARRE

SNBSS TR, BB EARE R, When conducting

outsourcing operations, the Corporation has the right to monitor,
supervise, and audit the outsourcing contractor either by itself or by

engaging other independent units or personnel.

6. BEXTBINMEHNENLESMN, BRGEREREE. The

outsourcing contractor should be required to cooperate in reporting and
handling information security incidents.



IR

RERAZBRT, EEFZS(ISRMTEINEREERRISHAER

When applicable, the contract with the customer should be provided to the
outsourcing contractor for better understanding of special requirements.

SEERMA. B MBS RINMEBREFRRZE
B, MBMEFFRSEcZeFTRELEEAR BRAERTEE

EZBEERE, The reason should be explained if the security requirements

specified in this procedure cannot be fully applied due to cost, time, the
nature of outsourcing services, the limitations of outsourcing contractors, or
other factors, and should be agreed by the supervisor of the information
department.

TIMENHERS, ERINERRE S NBRREN, BEKREIINEE

HTRZHE, SIETH RS If the outsourcing service involves

conveying sensitive information, the outsourcing contractor should be

required to sign a NDA, including the following:

1. FmE R Z2{E N/4E% The individuals/organizations involved.

2. FAEREBEEAR(EER) The validity of the agreement (if applicable)
3. /{15 ZE1E Responsibilities of the parties involved.

4. RIBEHANEERIBUREN.ZHREE Regulations on handling

sensitive information beyond the scope of the contract.

5. SEEHRERBERFREENIZIINEEABRENTRER R E

KEE, WREIREEENRICERE B RE . The

Corporation should ensure that outsourcing contractor personnel who
need to protect information that needs to be distributed are aware of the
requirements and process of the NDA and have signed a valid NDA

before transmitting sensitive information.



2. SMERERFEETE External Service Management:

. [EEHIEEEREFRKCZEZINBIRFE. Regular audits should be

conducted to confirm that only approved external services are being used.

. RN E R e EERERENESEZHEN SRR

MHFARFERT. The security measures of the external services used should

match the confidentiality, integrity, and availability levels of the related
information assets.

=. BIIRFERLERREG, BEBCENEERRE, MEFEREINEE

BB E 2B E R FEMBRX. When outsourcing relationships are

terminated or revoked, the information assets belonging to the Corporation
should be returned, and sensitive data stored on the outsourcing contractor's
information devices should be deleted.

. RIMERSEE RIS Outsourcing Contractor Supervision and Review:
. NEERERAEETRIENETVER, BNgENLS/METE
BIESERPY, THEEHHAEHIRENRIRE R HEINHEETZ
mBEZIE AR, AATEEHZEELKEREZNRE

ZEAfTEZ, FaZoixrHEN e/ VEEEREESRIIFR

When management considers it necessary to monitor or review outsourcing
contractors, the information security team or related authority should be
notified to arrange for regular or non-regular quality audits of the outsourcing
contractors according to the contract and NDA, and relevant records should
be kept. Depending on the severity of the non-compliance, the Corporation
should enforce the penalty stipulated in the original agreement. The records
of the audit should be stored and checked by the information security team
or related authority.



. BEXRFBINREERANMEER, REVESH (10: EE. &)

ni

BEHATLUMERTERE. AEERRESRFIEEEMREEN LA

BHER EIRFEKEZEK, The outsourcing contractor should be

required, in accordance with the contract and NDA, to provide necessary data
(such as certificates, certification) or output content as evaluation criteria.
The relevant department of the Corporation should review the relevant
documents to measure whether they comply with the service level
requirements.

. EXBEAREHEERERRIANE SRR RERHERSR

TIEE, EEBEERNBRE RO EAE ARSI HEHET

FHAPR, The validity of the NDA should be reviewed periodically by the

project leader. If sensitive information needs to be protected, the project
leader and the outsourcing contractor should coordinate to extend the validity
period before the deadline. The project leader should periodically review the
effectiveness of the NDA.



